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(54) CIPHER COMMUNICATION SYSTEM 

(57)Abstract: 

PROBLEM TO BE SOLVED: To safely perform cipher translating processing 
when performing cipher communication between terminals to use mutually 
different ciphers. 

SOLUTION: When transmitting data to a terminal 10B-1 connected to a 
LAN-B to use a cipher algorithm CI, a terminal 10A-1 connected to a 
LAN-A to use a cipher algorithm C1 generates two pieces of data, for 
which it is difficult to discriminate semantics, from the data to be 
transmitted. Then, two pieces of generated data are ciphered by using C1 
and transmitted while being distributed to two cipher protocol translation 
servers 1 and 2. The cipher protocol translation servers 1 and 2 decode the 
data transmitted from the terminal 10A-1 by using C1 while sharing the 
processing with each other, perform cipher translating processing for 
reciphering the data by using C2 and then transmit the data to the terminal 
10B-1. The terminal 10B-1 decodes the original transmit data from two 
pieces of data respectively transmitted from the cipher protocol translation 
servers 1 and 2. 
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[fi^c] MriW;XAC 1 LAN -AK 

ISttSftfciSSu OA- l tt* B#r;i/3'jXAC2* 

«ffl-r-SLAN-BtcSS»$^fcjS5Rl OB - 1 CC^- 
C 1 *«BUT*5Hfcbfc8L 2ffl©BSf^Oh3^ 

i. 2teJi^ttTig«-r*. D^^ahnui/ 

e>, JS5fc 1 0 B - 1 ICjSffT tt*10B-ltt. eg 




1 

innsm 1 ] * 1 o^zmsrz 1 mvihvn 1 n© 

£ 1 fflKUL©9S2S©K*£* -biESfl 1 ©B§-5f*5j:C>'± 
iEff£2©B£-5t££fflir&n (n^2)iOH^Ph3 

±iasii 

_bidHI2 «<o«*©^ ^©t>rftfr©**fc&<3"* v *fc 
-r-Zfrh. ±IEnii©B£-^P haAfflJW-'TOS 
^Ok ( n ^ k £ 2 ) fI©B£^t:/n h =uH»W--/<«c 

^3iS3te©4S!*4^-r**ttW«rftflIOr, ±iEk<@© 

u 

*ifck<@©^-*£ t JbiE3l2©R&*ITm#fbT&t*-^ 

iSB&^fb^Stfii^bufcke©? 5 --*** 
[twos 2 ] »iow#*«wr*i«a±owi«tD 

±EWl©l«-»iW»tt*lll2©l|%«ffl"r 
* 1 fflfc*±©# 2 «©«* <L v ±MBM 1 ©Bf-sfte J: DLL 
IEf&2©B£-sf£&ffiT&n (n^2) «©»#^o ha 

±fBfftl «©S*«. 

*>©k (n^k^2) flK>VK^ahaiUK8|-^w^{c 
H 0 5W £ k ^©x- *) W-f^SL 

t, isBSO^W^S^^L/fckffl©^-^^. ±IE 

« i ©Hf^rBg^fb-r^BS-^b^Si . ±ient^fb^e 
^Bi#ftL/^kffl©^-^^ mm7c<om^^ 

kfH©Bf^^a ha;u^itwi©£*a>63Ifi3*xfc 

kffl©-^- ±sess i <Dm^x-mmt?z'&mt^ 
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JJEST 2 «©»*». 

jhiaiir i ti©as*©5 ^©^rn^©s*(csft-r^t 

r-Zfrh. _LfEnfI©B§-^:7*a h3Jl/$|fc1fwC©^ 
*>©k ( n ^ k ^ 2 ) ffl©«f#^a h n;l^felf-^(C 
« *) #W * * k A©-?- * £Ji 0 

<h, iiBJStldW^K^JSL/fckffl©^-^*, ±IB 

»2©nt^rBS^fb-r*B&#fb*ai % ±ffi»&^lb*a 
tfBt-WbLfckra©^--*** i§d7c©SS5fcbJ: 

Hf«^a Fa^aEM-^-^tcaS'r^jaMB^K^. ±iE 
kfi©B»#:7n h3JUgg»if-/<©S^^^«3n/c 

ka©^-**. ±E*2©ie#r«#{tT*a*t# 
Ri. iiaa^fb^s^a-^fbL/fckffl©^-^*^, 

±IBni@©Bt^^a hz3^S5»-fr 

±JEf& 1 @©^*5ct^±iaS2«©^© J 5^©l^T' 

ti*>©a*3&>6ine3tifcHB©^-**, ±ie*r© 

Bi^A5<fca : ±iS*2©B»^©^^© fc g^-sucttto;* 

ntmtLM*. iMn i ©!©#* j:tf±saar 2 ©bs#© 
? * © / srr- * jc <* nr ss&^it w^t* ait 

[S»3|&H3 ] $ 1 ©Bf^^r^-r^ 1 fl«±©» 1 ^© 
±gB*l©Bf^it»&5*2©Bi^*ttffl"r 
30 ^ 1 f@U_h©^ 2 S©ig^ (b . ±§am 1 ©B§^> 

tc. ±ja»i©m-^*5J:i>'±sasi2©ie^i»s<cs^ 

3 <OV§^*ffi3?2> n fl ( n ^ 2 ) ©^ 1 «©■§ 
ha^Slftt-^'i, ±IBm2©B^*s^CfJiiE^3© 
Bf-^^r^L,. ±IBnii©l^l«©Bi#7*n h3;Hf- 

7^©^^(c^«?)*tiE&#w6nfcn (n^2) m<Dm2m 
Jiia»i«©s*«, 

±se^2«©iB*©5^©i»m^©»5Rtciim'r^& 
40 r-zfrh, h&nmvmimoftnyv ha**** 

-^©^^©k £n^k^2) ^©Bi#^*n h^«^ 
■^-^tcliO^W^^kH©^-^**^^^^ 
t^i, ±ia«i'3»^R^filtl/^kffl©7 s -5' 

_biESl©Bf#TBg^fbT$Bf-^fb^Ri, ±IEBg 
^b^R^Bg-^fbL/^kffl©^-*^. i*fl7C© 

iEkf@©m i ^©Bt^^'n h xtogggk-y—'ncmmtz 

-^©§<7^6iH(t3n/ck<i©-r-^^, ±3B»1© 



3 

±ian{I©m2S©Bf^n h ri;L^&1f 
-^©^ft©k (n^k*2> ^©Bg^P h^;l«ft 

if - > <k m *) ftw & £ k <@ © ^ - £ j& r m v & 
mt^&frmmtL tc k mor- $ z % &<itg© 10 

±IBk<l©JS2g©H§^P ^:□J^^&1f 
fbL/ckf®©^-**^ 7U© * *k'<$jt-$h Wt^- 

fcHI©?*-**:. ±se» longer a^bufcfft. _b 

&m3<Oft*%vnv&^itL* *fc. ±IBnf@©m2ft© 
Bg-^P h 3 JUSaft-^-y«D^ ft©. MfrTS 1 fiOHg 

±aa»3©ie^ra#ffco/ca, ±iasn©B&#"c 

^^©Hg^nha^ftlfw*©^©. ttlfrr* 

lflontMTrti h=3;v^tf-/^cii^L/, ±sa 
^&&^m&±.&m i ©Bg^-cwi^Hbu/t i eco-r 30 

±SSnffloJB2«OBi#^nh=i;uSCftif-^», & 

±Mzm 2 «©js*© 5 ft©t^na>©^a>e>j*fi£ n 
fcifl©7*-*£, ±ia*2©BS#ra-^{tu/c». ± 
gaS3©Bi^r-wi#fbu v g/c, ±§an«o»itt© 

Bg^:/p h p;U^&1J--^©5 ft©. fctJCfrrS 1 fi©»i 

±sa^3cow«-ca^bbfc«. ±iaf&2©B§^r 40 

^©Bg^S^fbOfclfl©^--*^ JiiBnfg© 

B§#^jfe§M2# jbien 2 ©Bg#-e?pg#fti>fc 1 ii©^ 

£Bg^iI« isXTA. 

[H*3I4 ] 1 . 2 £fctt33atB©BiHfilfi^* 
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±SEJS9»W#Ktt. -r- 5f*3&«^r. fro. £fiJcB-J 
££f&-r * C <h 3r#® <t -T * Bg^HIfl ^fA. 

[M*3i 5 ] if &m 1 , 2 $ /cii 3 aatt©B8«ifi'>^ 

-^i»U<ft:5J:^fekffl©f r -^«:*JSr-5Ci* 

[M*3l 6 ] »3jaa 1 . 2 . 3 * fctt 4 gai&©H^ilfl 
±ESQ»i^R». © - * #-S©t* - * Ji 
iUfttt £B£ #iifl r A. 

[is*Ji7 ] tmm 1 -6 ©t^-rtM^3ett©DS#ji«i/ 

ffiw^7>^nm ^^^>^;i-a©7 r -^^ 
6kffl©^-***«r-6Ci*»a<!:-r&BS^iiff^ 

[«»18] iiAj<Ii6^/t«7gai£©B^Mfr>^7 v A 

jja^fr©^--^^^?'^^*©^. Jzie-^o 
[^3i9 ] 19*11 1 - 8©t^-rnMett©BS#jifiv 

[gf^Jl 10)^1 ©Bf-^^^fflT^ 1 mvL±(Dm 1 a 
©»*i. ±3a*l©Bg#iWSttS^2©Bf^*«ffl 
•TSHiW±©^2«©«5Ki. ±sami©Bt^fcJ:^ 
±IEH2©Bg#^^ffiU. — ^©Bg-^-CBg-^fb^tl/c^ 
- 5r fe 5 —^mmvm^it^tltcf- Z CCB§#£& 
n ( n ^ 2 ) ffl©Bf-^^D h 

1 ««±©* ^9 - * ^ titc^mm^ xta 
±se»2 «©«*© ^ % ©i>m*>©s^tc^iffr^* 

±xBn®<DV£^7'v ha-rt'SEft-*— '<©5 
ft©k (n^k^2 ) ■©Bf#^a F^j^M-^^ 

±ia^o^^i^^L/ckf@©7 ? -^^ > ±ia 
« 1 ©Bf-^-cBf^fb-r^^fb^Si, ±iaBi-^^b^is 

a^-^fbU/ckf!©^--**. i§fl7C©iffi^J: 

k<@©-r - ^^r. ±sam 1 ©Ht-^ra^br z'&mt^ 
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- * t m 0 < fc £ J: 5 ft k mv> 7- * sabw £ C t * 

[000 1 ] 
[0002] 

[000 3] ifi^Oa^f^-^filffl^SR©*-^ 20 

s& s r iu =f «; x A&MaoKf^rar s mkmsr 
5 i;§c£ 3 ft £ . 

[0004] BRmMkMI I SO (Internatio 

nal Organization for Standardization) itX, 19 9 1 

ii/=f »; XA^^ci cc^i^w e>ft-co< njtttt 
s^tcfc^rt), 1 9 94^1 sooflf-^r 

;bri VXA^I^ffJ^OJ 1 S (Japanese Industrial St 
andards) f b^T-^l**. 

[0 0 0 5 ] st»ccR«:*Ht#*«s-r*a**ssgtt$ 

ft*:*-; r-«7-**ffl£J£»Ofc:H^ Ctl*><b*v h 

[0006] C CO J: 5 ^Bg-^^fficcpgr *&*n#ffi 

(H1iii3^m^b-2 0. ¥0t4*£3,S. 2 51-3 1 
1) (U$l>T\ «Hf:/P h3;^^I^?tit^ 50 



[0 0 07] COI|§^PF3Jl'S»W», Sl^fl 
^€:*S-&iifilEl«±«:K»3ft. Cft62ffl<D** h 9 

(»i^kT^nvXAfcJ:D i m^ftr^p''JXA) &ff 
[0 008] ^Lt, Bf^:/o r 3;i^*»tt. 

<om^itT)i3 vxA-cfg-^fbu s^ct* m^fbLfc 
^Bi^-coBi^br «; XA-cBg-sHbf £ 1 1^ nf#X 

[000 9] 

B^bL/c^-*^ — M, fg^{b£ft£c<b*p6, Bf 

^b£ft&ity©^~*r&& r^tsu ©ttasi^o. m 
HtWS«tr? t >^aW?ft it 1* f 5 - 
Wj^H 6 ft £ felfctttf & £ . 

[ooioi^ct, ^^©^i©Bp^«. m>itm 
tt*Bt^*^rsaa*ra-cBS#ii««f ^K©ie#a 

ftteffi*. ^^T^Ci*SpJ^JCBg#iiM^Xf-A^ 
[0 0 1 1 ] t/c, ±«Lfc£^t^«B^*BSffiffi 

[0012] »3RW*C|i. (lf7=l 1 0 

00) bps &&&*®mmm<r>v#R&m*?2> c t & 
ft^BS^^ffiffl-r^s^iatBi^iifi^f ^B©»i#a 

[0 0 14] ?6iC, ±^LfcB|^7*0 h 

itr^n >; XAfc^^ffl-^ftr M xa ) *«^ts J: 
^ccuri^^, cfte©«5K* s s^s»3ft^c*^ h 

9 - ^ tcmm $ ftfciS^^ffiffl T ^b&-^t;1/ =f y X a t 



[00 15]*CT\ *«W©f30aWB. Sl^S 
[0016] 

mMzm&r&tctixD^m ±§a» 1 ©@ffj£itf£-r 

:/P h3;l/^afe1f-^*^mUT±^ly/cB&^S!fftft!iS 10 
©4g;fc#, iMfrr^tT*-**^ a»©"S^nh=i 

[ooi7] -eo/cfeK:, **iBtt, » i ovsn&i&m 

ft4»2 0if%«ffl« lffltt±©» 2 «©»*<!:, 
£2) flcoBf-^a F=iASHJIif^<i*«, lfflfeLh© 20 

*5 o . ±sbsb i £■ * . ( i ) ±tm 2 mo 

b*© ^ *> o^-rti^o^*cc^Hi-r-<# r-zfrh. 

±IBn<I©B§-5f:7'0 hruU^lt-^Q^Ok (n^ 
k^2) fI©Bf#7*P 

frkfl©^-**^!****^^^ (2) JbSBSI 
D^W^SiWSflEl/fckaof 8 -*** ±IBSIl©B&*t 
TBMfc** Wffc*«. < 3 > ±IBB»{t*RWW 

5to«sa*«:^-r«a^t»««:ftflnor. ±sak «©««:/ 30 

a, ( 5 ) jjBWffc^R^a^tbfckao^-*** 
6, tc©^- * *a7c-r * a^a, *m-?z>±*>^ 
u _bism2^o^**s k v ( 1 > iies 1 mom 

gfin<a©Bt*f:/P ha^ftt-'^^^^k (n^k 
*2) fflOHt^^n hn^t-^icIO^^^^ 
k<I©^~*££f£T£^#W^J&. <2)±KH9 40 
^^^^^^/ckflCDx-^^r, _bIBm2©Bg-5f"C 
B8#{fcT*Bf#f»a. ( 3 ) ±3SPt#ffc*««sBI-9ft 
Ofckfl©^-**. «fl7E©»5fcfcJ:tf2&e3fc 
©M*£^r^t»«*WJini/-C\ ±IB kfflOBS-^ a 
h=tiP**^-^«:aM«' <4 ) iiBkffl 
©flHi:/D hPJU^^-^'©^^^6j^ff ^tx/ckffl 

(5) knm^it&mm^itLtckmv-F-zfrh* 
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sbsi i «©**** ck±52^ 2 «©»*© ^ %m>-rti 
■9*$j:a f ±ieW2©iig*o^^©. ft^-^tcwjpdn 
-*Ht l/fcfIL _bf Big l ©ag-^te J: OLLIB* 2 ©Bf#© o 

(2 ) ±IBBg^Sft*fa^#B&^fkC/c 1 <i©^-* 

[0018] Witt*. ±8B»«3#W#Stt. SPft(fllftS 
*n£HKS <t ifiMif©? 2 - 5? t^L < & £«fc kffi©^ 

UBSDAtt^Stt. ^1iir©T-*£-5£©^ 

-^A^k^io^-^^^^^^tcur^^t^ ft 
[0019] a/c. w*tf. _hsaH&*t£»^g:H:. 
[0020] i/c ±sa»2©iitt£aaT*fcaMc. 

©^#£fi£T&a&©^- £©&*#. tc©t-*© 

[0021] -rfcJbfc, ±iaiio A^^et». ^-^s 
k^^-^^^-r^xtotcu-tL^o 

^©-r-^scricciii^sd^^r^nfckfB© 

[0 02 3] Sfc. ±iBSS3©BW«:*S*r^«)«:» 
a&&@tcK-rStB^fic. C4i6©©**^ii6cttfflTS 

tc^X^mt 3 nfc«M i ^JC S J: ^ 6C U X I » * . 
[0 02 4 ] C©cfc^tc. 135^ 0 m-^^^JfflT 6 C <t 

[0 02 5 ] -^©/c^tC, IB 1 ©B&^^r^ffi 

*ra i mi±<om 1 «©ffl5K£ . 1 ©Bt^i«M 

ttS»2©B|^«:ffifflTS l«feLt©JB2 
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±SB»1 ©Bf#. SfetfK % iffimionf-^^^isfi* 
2©BM£K»fc£S!3©IB^*^T*nfl (n^ 

2) o»i«©ie#^nh3;i/aaftif-^i:. ±ie^2 

©BS*feJ:tf±8B*3©l8#£^U ±IB nffl©JM 
n (n^2) f@©Jf£2ft©Bf-Sf:7P hnAKft^-^i 

i f@w.b©* ? r »7-^rs^$ti/cBi^iifr>^ 
f-A*»ftir*>^ JJB#i «©«*#, 

TT^df 5 — ir3&»6. ±5Bnf@©lfU ff©Bg^f:/P r^V 10 
MUlf— '*©$ "£© k ( n ^ k ^ 2 ) ffl®Vg^7'u b 3 

fi o 5w#r. ( 2 ) ±3sm*>#v¥mtfiaugL u * k 

(3) ±IBI©#ft^a*«IS#<fcL,fckfflC0^-5r^ & 

-v N jco«**5 J: vmm *©«**^*ss*tt«£ 
^tcinm-r^iini^ia. ( 4 > ±gski@©ffi 1 «©■&-* 

h3jU^if--^'CDS^^6^l{l$n/ckfi©-7 r - 
_LIBffl 1 cDBt^rfl^b^- b^R. ( 5 ) 20 

±Mzmmt^&&m^ti> tc k <@©x- tkdt 
mcow^ifi. ( 1 > ±iein*i©a*©5?3©i> 

SCDBf-^-^'P hrul'^^-^CO^^CDk (n^k^ 
2) ffloBf^^a h^;u^^-/^c|105>W^^#k 

fflo^-*^flt-r-6fi*)»w*a, (2) ±sbh9# 

W^R^RELfckffl©^-*^ JbfBf&2©Bf^*t:Bi 
^b*r£B#*Hb#l^ ( 3 ) _hs2B&^b«3j» *Hb L 
/cklOf-f?:. i*fl7C©^&cfctf£fift© 30 

■^^■raSl^f(NR*fflIDbT. ±IBkfI©lf22*i©Bg 

nvu b =u«!ftit— ^fcaw-r ssa^s. < 4 > ± 

IEkfi©fg2fI©Bi-Sf y'n r :aA,SHfclJw<©ft*jfr6 

^AsnfckHo^-f*. ±ie^2<DBf-^rfi^fb-r 

&J;MCU ±iBn«©S|l«OBW^nhDibfflftlf 

s*. ( 1 ) jjBm«©«*©5fc©i»-r*i 
*rea«ftLfcffc ±8B*3©«re-cw«*i<bu £ 40 

{isttfcm©^-**. ±am3©Bf#r«#{bL^ 

(2) ±iBBW^ft^a**±ie^3©Bi#rniis#fbL 
fcliof^i, ±IBnfl©f&2«©lif#:/a hrui/ 
SBftU--/*©5 *3©> *tl£T£ 1 ffl©BS#^P r an* 

©Bf^rjpt^bUfciffl©**-*** R^-^tc+tai 
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**rrSJ:$K:U ±fBnffl©»2*DH*l^n 
r3A*8Ww<#. ( 1 ) ±SSf2«©JB*© 

5 ^©t^n^oa^eiSAs ti/c 1 a©"?- 

UBSS2©B§#Tffi#{b0fcm. ±IB^3©B^rHB§ 
#ltU *fc, UBna©J»l«©»»^n h3ASE» 
•?-/<©$ ^©, >Ptfo-T-S H@©B§-5f 7"a h 3;t^&U- 

-^'A^iiS^n/c lflof-^^ jJBV3©ni4r 
fmtbfctt. ±e» 2 ©wrwwfc-r 

ML ( 2 ) ±E»«Hft#«**±E* 3 ©B£4f r«Bf 
#fbb/cl<l©-r-^^. ±SBnffl©»l«©«i#^P 

a^raif-^fcjSAU £/c. JbEB^SHft^Stfi: 
mm 2 ©e#-cws#fbi,fc 1 ii©^-**, iSf*-* 

[0026] 

^tta^ttflsiiiBattissfc©^--^**^ 
"C, ^©are^a b^>\'m&v->*frh^3ttmo'f 

- * $ intc t bx aft©^-^©^**^ 

r©Df^^P h 

2SSti^cCWb^9, 5 s -^©^Ett» ! ?6ti'&Cit& 
[0 0 2 7 ] ±ic % mzxts Bf^^P h3;l^Sr*-'< 

tcfeti-c, ±SBBf^a!ift^i23&s t -^f-^tciic 

BWSQft«l*tT 5J:5K:-r*iGS> ^Wc^^ttjgt/j: 

CCTXSW©^-** 1 **^*). m— ^©r-^M© 
[0 02 8] 2^&C, 5*«7C©Ms3SK4jC4r k ±iBfiO 

Ji©ft^««$ns. 

[0 02 9 ] 

[0030 111 tJ*^^©^ 1 ©**W©B§#jfiA^> 

^f*A©«iSHrA&. 

[0 0 3 1 ] m 1 &C7j*LfcB&#ffiA5'*^A«: % 
^^^Bg-^^rffiffl-r^2{i©L AN (Local Area Netwo 
rk) tASLAN-A ( 1 00A) . LAN-B (10 
OB) tc&*»Sft3ttTC»*ffS©S*IBr, Bi^3iit 



(7) 
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*ff *>tc#><Di><DX$>2> 0 

[0 03 2 ] t<DB£-5fiiff (2, WAN (Wide Area Netw . 
ork) 110, Bf-E^n hn^felf-^'l (30 
A) , lg^aF3J^w>'2 (30B)^L 

to o 3 3 ] 0 nt^-rj;^ LAN- A (100 
a) Bi-^r^rfyXACi (12)%«a, 

tefflT Zm&SO^ 1 OA - 1^-1 0A~ mwmfcz ti 
fcn-*Jl/i'J7 • h7-^t*l LAN-B 
(lOOB)tt. Bf-^r^rf >J XAC 2 (13) 10 

Ch4««tSaa0»*l 0B- 1 - 1 0 B-n 
&mffi2tltcU-t>)i,x.*)T * r7-?~C£>r). & 
iimiHl*2 0. 2 l^Lt, WAN 1 1 Qtm& 

[0 03 4] g/e, i^'Ph^^f-^'l (3 0 
A) *«B-r**=«R|A©LAN (1 2 OA) s fcj: 
c>\ Bf^p (30B) 
^PUBCOLAN (120B)*». ilff©^ 
2. 23^/rlt, WAN1 lOi^ntl^o 

[0 03 5 ] iUT. LAN-A(IOOA) Wgi&SStt 20 
3t*£5fcl OA - 1^6LAN-B ( 1 00B) CcSgftS 

j-ifcSB* i o b - i cc*rrsie#afi*««:L-c. st^ 
[0036] 7c©** lOA-nt mm9t<o%££ 

I OB- 1 OC&fff^*^-*^ S*#ffl*.Tl>SS 
0^7"P^7A1 1 ^fffltt 2<@CCfJgr>#t:f£jf|0 

WJXAC 1(12) fcttfflOTBf-SfftU WAN I 
lO^ifiLt. B#-5f:?*p r^Sfttf-'* 1 ( 3 0 30 

a) (cmmrz. ^o-^x-^^, 
«w7m»;xaci (i 2) *&mi,xmmk 

U WANllO^ilt, Bf-^P ^P;^^8S•!J-- 
>''i2 ( 3 0 B) KI&flTSo 

[0 03 7]BH^Ph3Jl«ftt-^l (3 OA). 
Hg#yp Ya>vm%V-^Z (30B)tt, , ^ 

i OA- ifrhmmztitc^-z*. iiJimn^ 
t;i/3'jxac i o i a, 31 b) &{&mi>xmmk 

U c*e>*C. Sfl^CD^l OB- l&ffiZ-X^ZTfr 
=fUXAC2 (13) ilaJDT^rfUXAC 2 (3 2 40 
A. 32B) 5r^lTS^b«i^O^^ 
Jl^tf^o *L,"C. IB^n>3Jl«UI1f-^l (3 0 
A) , Bf-^P hriJUS»lf-^2 (30B) « 

B§^^^£ffo/cf£<Dr-2^ WAN 1 10 
*^UT 10B-1 CC^flT^o 

[0 0 3 8] 3tm9tv>m* 1 0 B - His r P 

H*fW--/ii (3 0 A) frhmmZtitc?-** teJ: 
tf, Bf-^^p F3j^t-^2 (3 0B) 5t»6iM{i£ 

2(13) *«Bl/Tfl»ffcU mmtbtc2 50 
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KDf-^^, g#^ffl^-CC^ffl7C7'D^7Al 
[0039] #SBS«W. iDW7'D^7Al ltC<fc 

[0040]3ii>, J&lT©«WtCfcL^rW % LAN-A 
(100A) <b L A N - B (100B) SOK^ 

iS^CC, LAN-A ( 1 0 OA) tc««3ii/da*l 0 
A-l^e>LAN-B (1 00B) 1 
OB- 1 CC^T^^ilfl^WCCUT, Bf^jlfl^Xf- 

[004 1 ] iMm7C©«5^ 1 o A - 1 ©Sftffifco 

[0 042] m2\it^i OA - 1<D;>- K^*T<D£ 

[0 04 3] 02K7jVrJ:MC. ^10A-1H *I 
Ml^T^CPU (Central Processing Unit) 2 0 
1 f c -5r*IBte-r^fc8£)<D^sBtft«S2 0 2fc J: 
2*gSt6«S2 03 t, ^^f^<tor^cDiift^»^ 

jftl@Jl£2 0 6fcJ:!3, LAN-A (100A) 

[0 044] 03ti«^l OA - l<D£fEt&£{f 2 0 2 

[0 04 5] S3^C7^-rJ:^tC. ^Eiett^2 0 2±tC 
ti, LAN-A ( 1 0 OA) xmm^tlX^i>^T)l 
rf'j^AC 1 *m\t>tcC 1 B£-s§{fc:/P^A3 0 lfc<fc 
CFC 111^1:7^^7^3 0 2 aHW**** 8 -** 
10 W 5 /cfeOi WW 7*a 7 A 3 0 3 i , 
DMiW-^*l (3 OA) , Bg-^P hPJU^jft 
-t^-^2 (3 OB) fr^iMfi^ftfc-r^*^ ytO?- 
Ztc1$fc*htcfy<0®j&* A3 0 4 itftttfti* 

[0 046] <*6tC, Hf^MflOii^filSfcteiBT&tit 
$Ril^T, Bg^^P F^^lf-/^ 1 (30A) 

r$<D^mmm<DmK a a i ( 3 0 6 ) *$£z>nnmm 

mm (SL^) A 1 ( 3 07) Bf^^n h P^^if 
-;<2 (3 OB) tcD^cDBg^afffficDllKBAl (3 

o 8 ) is xv^mtma <sl«) a 2 009) t . 

tt^l OA- 1 S#<OJ8*l»S»3 1 0i v Bi^^P h 
P^»1f-^l (3 OA) ©^-^aWliiP-3 1 1 t, 

h P^»^-^'2 ( 3 0 B) <0'#-'*mt : f' 
3 1 2iW?ntl^ 9 

[0 047] 04t*^^ 1 0 A - I ©2Hi«iffi#IB«:^ 
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[0 04 8] H4lcijVr«fc5lc. S^lOA-nt Bg 

-c», H5Ki OB- lfl^^sasiJ^) 9-*j.yy 

3 0 Sfctaj&r* 0 1). 

[0049]Kl»r t ^f^40 1t9-^'J73 
0 5 «CK5eL/fctt5K©3a*BffliJ^ (ccm l o 

$n/cLAN (CCtit LAN-B (100B) ) ^ 
««T£ 02) o 

[005 0)11^, C lBg#it^O^7A3 0 lOA 
^> eg-^'n h=nUSHJW--'< 1 <3 0 
A) ^<DraOlt#ii(iffiOaKAAl (3 0 6)fcJ:[>' 
Bi^ffl^fiiA 1 (3 0 7) t9-fin305KR 
0 3) „ CCr, Bt#fflfilW*SA 1 

(3 07) tt, CBC (Cipher Block Chainninq: Bb"^ 

s^n ? & mm) Kr<DBi^ifc/a-^{t«:«ffl-rs 

^» (SLtt) T'&6 0 fc*5. CBC^FKOl^ 

[0 05 1 ]Ml^ 4 cmH^O^A30 1©A 
»#^n h3^j»1f--^2 (30 

b> t<Dr$<Dv%m&mm<DMKBA 1 008)^' 

Dg#ffl»JWffiA2 (3 09) ^9-^xy720 5 &Cf£ 

(Xf^404) . Bf-^fflBJJBffiA 2 (3 0 
9) ©Mitt, «#fflmi«Al (3 07) OSiDifsJ 

[0 05 2] ^tf)fffi63tiT2*iEttKSi2 0 

3±CO^r -OU A C C &m S 4TTT t » * ¥-Xfc&<0 <r-%~C 
OB- 1 CCjlfff^^-**. «7-£ 
x'J7305KP- K-f-S 7^405) - 
■[0053]»»t. i0W^D^7A3 0 3^O 
r, ? ^4 0 5 - 7 3 0 5 fcD - F Lfc 
f-**, 2fli©Bf-^^ , 0 l-ml/SaW-— >< 1 (3 0 
A) , e^^'CJ h3Jt>SHJWw<2 (3 0B)K:&*H 

6) . 

[0 05 4] CCT\ S»)«^Pmi l*cJ:&fi 

[0 05 5] §5 CC^-TWTtt, 7t<D"f- % d iff SO 
SLSa 1 iCCH-^^r, 8M«»IM1IP*«»L'C, 2fl 
©Bf^^a (30A) , Bf-sf -?'a F 

( 3 OB) ( t c&*M*)ftl1Z>7 : -Z 
a, b^^eSL-CC^. 

[ 0 0 5 6 ] »0 < tt. ffit£>SLSfc£a l K# 

x.. dlial t©ra-CSr«6WiftafP4:BSt-5^:ttm€:, 

iRafil^f^ d l ~d l Ofrhtz&TtO)?-* 
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[005 7 ] CO^SfcLT^Sflfc^-fra. b 

[0058] fcfc, HO^ffiitttt, COWtR 

2<l<DBi#^0 hnil^Cifel^-^l (30A), 
Bg^yp h3^S*f-^2 (3 OB) ©l*r*l3&»— * 

[005 9] $t, IE4^M^r k HftU OA-lit 
Xf^4 0 3t»)llfc^y-^«C HW-fc^P 
^7A3 0imt. C lBg^t^oy^A3 0 1* 
ISItU BS-^^p h=ui4HM--><l (30A)CcfiiO 
(CCTO r-2a) ^CBC^-Ft 
Bf^tf & <^^y^4 0 7) 0 

[0 06 0] CCt, CBC^t- KTOBS^ffcfC^t* 

[0 06 1 ] SetCT^T^^CC, CBC^r-F^ 

£?) C06 41-7 6Hcci5«t3nri^ B 

[0 06 2 ] Stf, S4I£H^T, ^1 0 A - Hi, 

0 4T|£^b/t>'>'^-*£C Hf^ft^P 
^7A3 0 1^t, C lBJ#fb^py^A3 0 1 £ 
^Tb, Bg#:7P h 3 2 (30B)(Ci«3 
ftVfZ?-* (cc-nt f 5 -* b ) £CBC*-Fr 
BgmtTZ (^f^40 8) 0 

[0 06 3]il^, ^Ol-3«fwq (3 

o a ) nsoBg-^sm-cteffi-r ^ ^ ^ ^««*^ Sc-r * 

/ctf><D««, fcj:i>\ Bg^^a hn;U®ft^-/<2 (3 
OB) HacOBf-^Mil-Cffiffi-r^^^ 
/ctf>CDp,i^ 9-^x«;73 0 5RHHR"r& 
7'409) 0 

[0064]ii^t ( Xf-;74 0 9tMU« 

5c fc i7^fjf^7 ooccs-^c^-r. ^ 

ft^(Xf^-4 10)„lMtC(t 0 
l-C!7-^x>J73 0 5 6CW£U/c«*l 0B-1©« 

^MfflT-. ^7co^r*^^i OA - i 

^1^3 10, Bg#^a F 3/1/^*9--^ 1 (30 

A) 0-9--/^Si|T-3 1 l#>6&£^**'fffR7 0 1 
(07iCfcl^-C(i, 7010, 7011, 701 
2£OTl>&. ) ^r, Xf 7 7'4 
0 1t9-^i'J73 0 5tC|SB£O/cjS*l OB - ICO 

Stems^. iM«7coa*T'*s«* i o a - i e#o 

«B*»»i|T-3 1 0. tt-fX2bzan&&S&-->i2 (3 0 

B) 0^-^551)^3 1 2^ftS^9ytl«7 0 2 
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(H7fcc*5l»Ttt. 702 0. 7021. 702 

[006 5 ]ftlir 4 9^4 10t?RSlfc^^ 
ttfB7 0 1 ^jfeSICCSSWC/tt* 4 ^. 7 7'4 0 7« 
^fbLft:^-*^ 1 CtfglflU *t 

j7'4 1 0-CsKcL/fc^^^t*tR7 0 2^5feHfiK:^L 

)VA2^mth <X^v7'4 1 1 ) o 
[0 06 6] ttl>T. 7r 4)lAPUC$&8mt7-&tfi 
8»3ntl>53W5*»WJSb (Xf^4 12), « 10 

^rlBIOjI-r. fcfcU ^^««7 0 1, 7 02^ 7 

[0 06 7] tit. 7 7 J frAfolC^mtT-Ztm 
M3ftTl»%Ctttifi2. 7r^Al, A 2*. £*. W 
AN 1 10*Air. Bt^^P h=aJl>SBIW"~'< 1 (3 
OA) , !W^PF3)HaW , -^2 (3 OB) tCiUM 20 
f£ (Xf^4 13). 

[006 8] Hg-st^n h n ;l/SE»1J--^ 1(30 
A) . ^7'ah3^t-^2 (3 0 B) ©BbflEfc 

[0 0 6 9 ] H8CiBi#^a h P^JgrF-'* 1 (3 0 

A) <D^~ F$*T©£S^£^«fiMar**. 

[ 0 0 7 0 ] hsoctjVTJ: 5tC> HW^P hPrt^fetJ" 

(3 OA) a»«ra*1f^CPU8 0 li, 
f s -^«r32ttr5/c«)OiKtt*6H8 0 2fc<tO'2^fa 
OKK8 0 3i. Bi#^P hn^att-^-^^aJiflOlffl 30 

8 0 5 tfrhVbi&ztixte*) . isffr^7^8 

jl{f[§]j£8 0 etc^r), ^H^MACDL 
AN ( 1 2 0 A) ±««S*lTl»*. 
[007 1 ]^ B|^:7P ( 3 0 

B) CD^- h^xT^M^tW^, i8i 

[0 0 7 2 ] H9ttBt#^P (3 0 

A) ©ssattgss o 2©fujmffi*^r2tt0§ia't:'* 

. 40 
[0 0 7 3 ] 09CC^TJ:^CC. £I2f£§^8 0 2_tfrC 

lan-a ( i o o a) -ctfimznxv^^Th 

=n;XAC 1?:1C^cC1B&Wp^A9 0 lfcj; 
VC 1 mmt7'O^^A9 0 2 <t. LAN-B (100 

b) r^3nru50i-^r;up' , ;XAC2^:^i^cc 

2 Bg^fb^a A 9 0 3 4a J:tfC 2 fa#ib^P 5^ A 
904W«USh, £/c> »7-^xMT9 0 5#5g# 

[0074] B&^jKl<OiHSfiB*tC^ffl-rStS 
iilt, BfcfU 0 A- 1 - 1 0 A-v\<D&*t<im<0 50 
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Bf^anffl^a^KSsnrc^iix'jrA <906) 

^10B-l-10 B-nCD^^<i:CDF H 1(D^M 

mmom&we&ztixiizm^vTB 007)^11 
■^fflSBBfiA 1 008) isjwnmmvmmB 1 < 9 
09) i^^nri^c 

[0075] ^BCCtt, ii'JrA (90 6) IC& S ffi 
J10A-1-1 0 A-m©»5EItW!Ff9 0 6 1 Ct 
CC 4 #l6-r-6Si9 0 6 2a*§££$*m>6„ i/c, six 

'J7B (9 0 7) JCtt % 4S^10B-l-10B-nO 
^MfeBflTQ 0 7 1 Cite. itlDTS«9 0 7 2#ffiE 

9 0 6. 9 0 7tcK5£3*VC^5ft». £-t. 5t>&C^ 

[0076] * /c, Bf-^fflflMWttA 1 ( 9 0 8 ) tt. tt 

*10A- io£iat§§£§2 o 2±«:ttiW3*va**ie 

^«A 1 (3 0 7) t^Ofl-CA^. HS^ifflSJW 
0B1 (909)tt, EI 1 2 iffll»tSai-^, 
1 OB- lO^iBttKiai 1 0 2±*Ctt!W3*va**Bt 
#ffl»3«!«B 1 ( 1 2 0 7) <L[3JD{iiT*£>& 0 
[0077]^ ffg^P ha/V^&r*--^2 (3 0 
B) ©£IBt*«B8 0 2CDfdffl«»9-ritt9IHfc. 0 
9±I5I«*C*S. fcftU. £3H4£#&U Bf^7'n h 
=ul/SBft1J--'<2 ( 3 OB) OilStt^g8 0 2±«C» 

MdJvci>*ttt2. ^r v h =ui4E8fcl>--'< l 

o oa) <D^iett^g8 o 2±^m^tix^mt 

[ o o 7 8 ] 0 l o teBg-^'P F p;i^&tr-;< 1 ( 3 

OA) ©B|#K»ftiffl*«l 3 &^'r7P-^f-hT* 

[0 0 7 9] frte, Bf -5§:?-p 1(30 
A) fcfcOT. LAN-A ( 1 0 OA) tegBftSttfc* 
5K1 OA - 1-1 0 A-mCD^^CDL^m^CD^ (C 

(2. 7 2:X15tt^8 0 3±{C^ffi5 

[00801 S10 &t^-TJ:MC, fi^#^*P 

(3 OA) tt, 2*IBttKS8 0 3±(C 

^A lrt©^9dM»«7 0 1* 
6. SlfB5fe©H*r**«B5Kl OB - 1 
0 10. *J<fctf , j£d7C©iS3K-C 1 OA- 1© 
3ft*aS0 : f7O 1 1 *H*HiLr. C7-^xUT9 0 5 

[O08iiiw, ^r^'iooiri^aiucii 
Ii7c©a* i o a - i <Da83RfiM5i]T-7 o i i i^x y r 

A (9 0 6 ) CCia3EStiri^a5RSM([-f-9 0 6 1 iO 
77f>y«f ^CiW^ iUffTcOi^l OA - 1 
tBf#^P h3JPami^-"'*l (3 OA) i<D^CDBg^ 
««ffl©«KAA 1 7-^xrjT9 05Cca: 

(xf-^ioo2). 

[0 0 8 2] l&t*-C, X-r ^^'1 00 1 "Cil^tBL'/ci* 
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m9t<r>W£ 1 o b - 1 cM^MTi o l o tax r 

B (90 7) KSSSnri^tt^KSSIM^Q 0 7 1 
v»*>*«r 9C±fc:j:9. atfi7C©«* 1 0 B - 1 
iBi#^a (3 0A) tCOraOBi^ 

««ffl©«KABl 9-^xyr9 0 5K8 

C^v^l 0 03) o 

[0 08 3 ]^ia, C1|IWD^A9 0 2©^ 
■7^-£tft:£ 4 ?^1 0 0 2tfi*ffilfcilKA 
A lisJ:e>'Bi-^ffll73^<iiA 1 (908)^9-^x>Jr 
9 0 5tC^1"S (X-r^^'l 0 04) . 10 

[008 41 81^, C2B&^t^O^7A9 0 3OA 
Xf 7^1 0 0 3tR*ffl0fc8KA 
B 1 fcJ:^BS#ffl«JWI8B 1 (909)^9-^'jr 
9 0 5 tcnS?* 0 0 5) . 

^xVT9 055CP- F-T-S (^f";^1 006) ( 
[0 08 6]^l't, ^»^1 006tP-FLfc7 

f^'1 0 07)„ 
[0 0 8 7 3 Tttto*. if. Xf^'l 0 0 6 "CO — 20 

0 0 4-CH3ei/fc^7^-3'*C lS*t^o^7A9 
0 2Ki*itT\ ClH^n^A90 2^flt 

-££C 2Bt#ft^'a^^A9 0 3tCJM.T. C2B§-if 

Bf^tStl/c^-^*, 9-^xy79 0 5±CD7CC0tt 

[oo88]7,t^'io o 7©BS#^»«as%^7-r 

Si, 9-^x»J7 9 0 5±CTi$*ltl^f-^ 30 
(Xf-;7'1 0 0 8 ) o 

[00 8 9 ] Mt^r. 7r -f^A IrtCCTfcSES!^-*** 

^?nn^^»fi/ fxf 7^1009) % 
o.o 8&m*)M?* 

[oo90]i/c 7 7>(jiai rtrc^tfe^- 

tAdtiTl»Wntf. 7r>f^B 1£, WAN 1 104 
^fLT, LAN-B ( 1 0 0B) tc«**3*ifc»5lcl 0 
B- IK^fiTS (XT*??! 0 10). 40 
[009 1] Bi-^^P h *JlX.9&->*2 (30 

B) offi^^®i^)i^-r^o-^+- hfc, si 

OtfflWtV*>*> 0 Tft*^, LAN-A (100A) ic 
«H*SftfcH3n OA - l*>e>j£fi3ft/c7T-OUA2 
7y -f;UB2CC^&U WAN 1 1 0£;*>L<T, L 
AN - B ( 1 0 0B) K«»5tl/ctt*l 0B~ 1 Kg 

<rr*„ 

[0 09 2] #tt. jSmife©«* 1 0 B - i os&mco 
[0 09 3 )01 1 tSffifcl 0 B - 1 <D>^~ K^xTO 50 
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[0 09 4] SI ltC^r^^CC, «*10B-ltt. 
8*ioa-i tlsiatc, «»»14tf0CPUl 1 0 
It, ^-dfJ&IEtt-r^fcfeOiiattSSBl 102te<fc 

cFayciBttssisi i o 3t, mLft^tcor&vmmzm 
m-tzmmT??* i io4t. ch6^8»ts^^ 
i i 0 5i^6M^ntij^ jifiry^i 1 0 4 

£/fbT, jl<ItU*§U 1 0 6CC<fc*), LAN-B (1 0 
0B) t««3tiTl^. 

[ 0 0 9 5 ] m 1 2 1 0 B - 1 ©£Ktfi»H 1 1 

[0096)112 tc^f J: 5 CC, £iE1t^g 110 2 

±ict*, lan-b ( i o ob) -r^ffl^nri^Hf-^ 

7 'J XAC 2 ^ll^fcC 2 B^jt^U ^7 A 1 2 0 
l*sJ:CJ c C21l#fk7 , a^/,1 2 0 2i, j*ftT^i* 
7-5£M*)frW&tc&><DMiofriiy'a>/^^\ 20 3 
t 4 Bg-^'P h^l/^fcr*-^ 1 (3 OA) , Bi^^'P 

Fnji«jiw--^2 (30 b) frhmmz titer-* 
£, Tnco^-^tc^Tc-r ztc&cDmTuy'W^&i 2 0 
4<h«$n t s/c ^-^x«;r 1 2 0 s^sifi? 

[0097] $ e>tc. ^mmo&gimic&mTzm 
$ator, Bf#^a FruUdfttJ--'* 1 C30A)to 
mcDvmmmmcoMK a b i ( 1 2 0 6 > *s&wmm 

Vmm (SL») B 1 ( 1 2 07)4, Bg-Sf^P hrubSE 

ftt-/<2 (3 ob) t<om<om^mmm<omKBB 1 

( 1 2 0 8) fc<fctWtfflfl»B« (&») B 2 (120 
9) 4, tf3£l OB - 1 e#©*3^.8!H=- 1 2104, 
Bg*§:/p F=Ul/£&1f-/U (3 0 A) (DV-^mW 
12 1 It, Bf^^p h 311^0)11^-^2 ( 3 0B) © 

-*->*«biff-i 2 1 2 43d^nros. 

[0098)113 «HS^ 1 0 B - 1 <D5ff ASJl^W* 

[009 9] fcte, 38*1 0 B - 1 CCfcOT, B§^?'cJ 
hn«M-^'l (3 OA) ^6HI$nfc7T-f^ 
(CCt«, 7 7-4>\sB 1 ) , fc<J:D\ h^^ 
aQA-^-/<2 (3 0 B) frhmtZtltcV A)V (CC 
tB, 7tYJUB2> tt. 2*Ifif«S«l 1 0 3±CC» 

[0 1 0 0] HI 3^«5^, ffl^l 0B - Hi, 
5t^B1, B2 0$i^7TS4, 2 MS 

te^gi 1 0 3i:MSsifi$nrt^7T^;i/Birt<D-N 
v zmmi 0 1 Ht-sf ^p f a^Mmf-w- 

aW(CCW, Bg^^Pha/l/Sfft-^-^l (3 
OA) OV-^mif) 7 0 1 2 48f*ffllt, 9-* 
X-J71 20 5^13:^6 (^f-;7'l 301). 
{0 10 1]ttl>T, Xf-v-fl 3 0 lt«7-^X'J7 
1.2 0 5CC^bfcBt^^P F3Jl/Xtfc*-'*<D1f-'< 
(ccrtt, BM:/Ph3Jl*8W--/<i (30 

a) ©if-^aisd^) ks^ot, gftsn/cu^p 
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^1 (3 OA) ) ZVm?Z> iXf-yy'l 3 02). 

[0102] 2;£isttiBBi l o 3±&ttetfc;? 

7Dh3^M-^2 (3 OB) <D1f->*i8tf3!HF-> 7 

0 2 OSriK^HibT, 7-^X'i71 205tC^t^ 
(^T*; ^" 1 3 0 3) „ 

[0 103]»l»t. v^l 30 3t"7-^i'JT 

1 2 0 5^CS^L/cB§-^^a h34«8fc1f-^<©1f-M io 
sSfcSQ^ (Ct-Ctt. ^y'u h3^M-^2 (3 0 

/*2 (3 OB) ) *«K-T* 3 0 4) . 

[0104] m>T , C 2 a#ft^O A 1 2 0 2 CD 
/^y-*£ft&, B|-5f:/D hnrt^felf-^l (3 0 
A) t(OMOB^iie«<OttKAB 1 (1 2 06)teJ: 
tfB^ffflttJWBB 1 ( 1 2 0 7) £»7-*x 'J7120 
SKiS^T* (Xf 305) B 

[0 10 5]^l^ ( C2HW0^7A12O2© 20 
ri^y-£<fc&S t ^f^'o hs't^Eft?-'^ (3 0 

b ) t(Dmom^mmm<DMK bbi < i 2 o 8 > * j: 

^Ba^flfljBMf B 2 (1 2 09) ^9-^i';71 2 0 
SKt^-ir* (^9^1 30 8). 
[0 10 6]*l»t, 2;XI2lt^l 1 0 3±CD7r 

71 20 56CP-HL/ (Xf 7^1 3 07) , 2 ^fSlt 
^{11 1 0 3±<D7r 4Jl'B2KttM3lvr<r»&fHH» 
ffc^-**, 1205iCP-h"T-5 (*^ 

* 7*1 3 0 8) . ft*** ] 3 0 7 "CP- FT£ 30 

[0 10 7]tftl>T. Xf-;7'1 3 0 5Ti:3lL/^7 
^-f*C2(g^ft:/P^Al 20 2tt-^*.T, C2 
'imil7'W?^l 2 0 2^^fb, ^^'1307 

rP-KL/cHflg^b^-^^tl-^fk-r^ (xt77'i 

309) „ 

[0 10 8)^1^, ^1 3 0 6t8Sl/fcA7 
^-^^C2lim^P^7A 1 20 2tC^^-r, C2 

mmt7W7&i 2 0 2&mms* ^f^i 308 40 

3 1 0) . 

[0 10 9]«l»t. fl5c7-p^7A1 2 04^l^ 

r, xf'^i 3 0 9*?cto'^r 1 3 1 Q-em^il 
famz'if*} (xt-vv'i 311), 

[0 1 10] C CT\ flTC^'P^^A 1 2 0 4ttJ:£{I 

[ 0 1 1 1 ] H 1 4lC7nT«-Ctt> 05tC^nL/cfliD^ 
W^ffiJCPf KLr. Bt-^^'P h 3«**-^ 1 ( 3 0 50 
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A) ^SlSL-CSfiL/c^-^ai. Bf#:/n hajbSE 
(3 OB) ^HSl/T^ff 

[0 1 1 2] ST. HI 3{Clot, S*10B-1 

IStcA&SK J: Ui^n/cf-f (¥£:) 2* 
CtfiiSIB 1 1 0 3±<OVt A ^Btettlfrf* (*f-?7* 
1312). 

[0 1 1 3] ttl'T. yvAfr&l, B2rtCC*«-*lffc 

1 3) . «tt3n-Cl^^6«. Xf^'1 307-X 
7^7*1 3 1 2*1*?) air. 

[0 1 14] Witt^LfcttftCCj:*). jSfi*08*l 
OB- lCCfcl^r, 7T-f^Brt6C. itflTtOiS* 1 0 
A- l*ifWEUfc^-** s . «J!Rn6ft7C«>»a <¥ 
X) r»tt3tl3C££ft*K «*10A - 

1 0 B - 1 (C^-r^Bt^ilil^3c7L/c B 

[0 1 15]^t, *ge»«<3[>W«(g5xX^A{CJ: 

B|#^Dh3^SHft*-^l (3 OA) . 
Ph3«M-^2 (3 OB) rt*. 5HIl/TB§ 

B|^7*P hnA^&tf-^ 1 (3 OA), Bi^Uhra 
A*Jft-^-i<2 (3 OB) *>6[^CCftn/ti£^Tfrt> 
BBtl, 4S*1 OA - \W*l&Vtc7&V>T-* (¥*) # 

[0 1 163 */c. *imm>Bi^f§>'*^lC<fcft 
t*. B^f:/P bPJU^f&lf-^ 1 (3 OA) . Bi^^*P 
H3iHCI»1f-^2 (30 B) **. Bi*f£»«ffl 

(Df-ZW&ttiXh* 1^7 Wf-^^« 

&tfi*>*>m!3Ufi&< ft 0 . COBtHtC^SCttSSOT 2 - £ 

[0 1 17] COJ:^tC. BB#£8tt!CTCC*sl>-C. 1 ^ 
p-^f^ m^fb^^O-HBg^ft^f^cir, r- 

^*i5px«flSift&^fai*^<ft&©*c, £±te£iiAn 

[01 18] frte, 0 i tCTnbfc^r^. Bt^^n 
ASEIfclf-^l (30A). H§-^7'P 

2 (30B)#, fZMAOLAN 1 2 OA. 
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fSH«IHIB©LAN 1 2 0 B(c«f*3*i*<* 5 t 

^Dh^^t-^'l (3 OA), B§#:/p h=ul^6 
8Ww>'2 <3 0B) WAN1 1 OCCjSflfcS 

[0 119] KT«:a-rJ:^a:ai<ra:S0B«fc* 

[0120] (sbbm i ) sex^M i «. m*)ftv*m^ 

[01211018 tc^TtiO ftlUjffi*. tcOx- £ 

0, *»^a h ripsaw-— /<i (3 OA) 4ciifiT^ 
7*-* a, fcjrtf. B§#^ah3^SE»1f->*2 (3 0 
B) (C^ffT^^-^ b^f^it^SSt^. 
[0 1 2 2 J ftfc. «7C#&tt. 3 s -* a. b£#*m 
^f{LL/t&, ^-^OSfc^^l^Py^T^SK: 

[0123101 8&C^L/c^#W^&T'£j&bft:2 
MCD^r— 5 a. TcC^-frd© 1 /2©f-^I 

-c&£cD-t\ B§-st7*a ha^/SHft-^-^l (3 OA) . 
ug^p F3«t-^2 ( 3 o b > rartfifwut 

[0 124] CCQ^MC Bf#^uh=iiUa£jft^-^l 
(3 OA), ^P^;^t-^'2 (3 0B)CC 

[0 12 5]fc/cU, 118^1/^*)^^ 
[ 0 1 2 6 1 CfD^Mc, 7'p ^g£-f-#tc&<-f £ 

B§#sijwyii5&c ¥ w-xw&(o7~$<DMmnww 

[0127] (9E0« 2 ) £*«2 tt, SBBW 1 CCbl* 
T> ^¥M<& 3 6tCBBfiC? 018^0 
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[0 1 2 8 1 fflilt*, JtOf- $ d<D^n ? £S#nf@ 

-c££<t*r£^ (n ! - i) m*)<D&mtt£w&i±? 

£(7)T\ rt*fcW^>#A&$KK£tT StcJblC^ SLft 
[0 12 9] (Sa^W3) BlltCinG/c«tt 4 2tigOB| 

10 [0 1 3 0 1 3ffl©B»^^n MMM-^ 

^^^2^0^-^ a. mttismtc* 3mov% 

l>. TUt>%. W>U*, 7 c -^aCD3fe9l^62 / /3, ?* 
- £ a 0 © 1 / 3 *5 J: O* ^ - * b (DVuMfr 6 1 / 
3, 7 r -^bO^^CD2/3^:, . 3ffiCDBf^P 

[0131] ms<£^l;tcm*)frrtJi&r:&l£UcZm 
<D"r-$ a, bii. 7E<D^-£d©2f&<D^-£mT'#> 

[0 13 2] SBKW4». SOBfflllfCfcl* 

I J: 3 «C T ^ h CO "C -£> o 
[0133] 3^@OBt#^P 

*XT I 0 1 SOCinL/c^iO^t't^ 

30 ^ ^ lit ^ 3 m<Df- * tz^fiZtin \Z cfc I 

[0 1341W, 0 1 8tc^U?dlO»W*a-C». 

^o^-^doi/kco^-^s-c^^cor, c 

[0 135] (g»W5) SC»«5». H56C^O?tli 

40 5 HbKDfttHSr&T. -r-^a^^-f- 

$ral, a2^r^R5tl>, f-^b^f-^b 1, b2 

[0 136] COtl^ Bg^7'n hnn^fc-* 

-^'A(3 0A)H:il f-^al, bl€:fJi , )W. 
Bi-^^P h^JUXft-p-'tB (3 0B)CC« V r-^a 
2. b2^rJI055'WSJ:^K:-rnC3:j:l>c 

[0 1 3 7 ] CO^CCtt, BS#^«fflCCM-rSfi» 
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[0 13 8] (X0W6) HI KTjrU/cWtt, LAN- 
A ( 1 0 OA) KI«ttStl/ciS*l OA- 1-1 OA- 
m, fc<fcD\ LAN-B < 1 00 B> KlftttSftfcM* 

1 OB - 1-1 OB-n^ Rl:/P v >?&<0~fV v 

h y -asms fctt^raatiB^ftfitfflrs <£ ^« & 
[o 139] rraytmfemvsmfi. *+tr^h6Lh© 

Bg#tt, 1 tf» r*>6«tf* [-©^f-f^O^Ci 

ccBt^fb/fS^ibTS^r-**. w*tf, 

ti^Bi-^CD^^CDDE S (Data Encryption Standard) 

ug^tt, 6 4 tr v v ctiai§mt/mmt?z^-c*> 

*K * *?2L&mV%n<D5*><DMu 1 t i 2 (Multi- 
Media Encryption Alqorithm2 ) Bg-^&i. 6 4 fcf sp h C 
itcBt^t/tl^b-r^Bt-^-CfeO. Xr'J-ABg-^CD 20 

^W^tAWB. 1 t> rtr^CCBg-^b/fl-SHb 

r^Bf-^r^^o 

[0140] $/c. ^ra«B8#». wssi^-^n 

^^CtccB^fb/a-^lfc-r^Bg^'C*^. «Atf. £r 

mm^(D^^(OK S ABf#(J v (=5 12 

[0141] DESBg^coi^*fflccot»r«, r$t 
ttng^fSB&j (m+mm^£) <oa i h-4 9ntcgaa& 

5*rt*5*K RSABg^SBBKCOtvCtt. r^RBg-^ 
JIS&J <*^®3*£) ©1 0 5H- 1 2 3HKK»c* 30 
ntl^. Mu I t i 2Bg^CDf£!fflfcoi>-C«, 

r^il/^-r-f T(o]^^jIBi^r^^ UXAHisecurity 
-Multi2<DB8at*Jfflffij (*KM**, Bg-^<tt£fR 

1 6 71-1 7 3MtC3att3tlTl^. 

[0142] WA** t LAN- A ( 1 00A) 
n/cig^ 1 0 A - 1 - 1 0 A - ABg^£<£ 
fflb, LAN-B (100B) CCSa*S*lfc«5fcl 0 B 
-1-1 OB- nf)K DESBg^*M$fl3LTl>£JS^ 
tt. Bg^KJftftftatcfet^r. ^-tAWtl tf * FT 40 
•96 4 fc> h^rfM^bT^JSCC. DESB^-Cl^64e 
? r*WiI*t{b-r*il*J:l». 

[0143] mil LAN-A (100A) 

l»3n/c^lOA-l-10A-m^, RSAH£-8f 
*<£fflU LAN-B(100B){Cgi3n/c^l 
0B-l-10B-n^ DESBt^*«efflUri»S«l 
Bg^^^JICCfc^T, RSAB^t'6 4MVh 
Zmmt'tZg.i'C^ DESBg^fTi£6 4'W r£6 4 t: 

[0 144] & tc> Will*. LAN-A (100A>K 50 
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S»Stlfc«B5Rl OA- 1-1 0A-m*«. RSABf^ 
£&83U LAN-B ( 1 0 OB) tc««Stx/cJSa*l 
OB-l-lOB-n^. ^-^ABg^^Ort** 
»#B, Bg#*ftteSCC*JliT. RSABg^T6 4'W 

vzm-mt-rz&it. ^-^A0g#ri^6 4/^ h^i 
h-rowt^b-rnj*j:i>. 

[0 145] £C*T\ £l>CC||&&Bg^£«H**S 

Bg^©r;l/rf i/XA£ t {fe®CDflg#:/a r n^Jftif- 

iU*» ±aiU/cBg#^u hn;USC»^-^l (30 
A) . Bg#:/a ha^1f-n*2 (3 0B)OJ>&< 

[0146]-ect\ C©«fc5fctt»6C*st>T, 2HCD 
^fcfHT'Bg*|iI{I£fT 9C&&^tt&?&fc*btCH. - 
«tC. ^(DlficOBf^O^^r^iltC^-r^Ci^, 

2gP B irm^^^^^6fi^„ COJz'ylc. 2M 

[0147] ^-Ct, *BIW©«OT*tt5£l,fc*£© 

[ 0 1 4 8 ] 13 1 5 «W2 OMtSWOBg^jfia^^f-A 

[0 1 4 9 3 Ell 5tCmL/fcBg-^jiff->X7"A«, A@ 
CC«U AHX'«ffl$nTl^Bg-^*ttffl-«"*LAN- 
A (100A) i, BBfcKU B@r«ffiStiTl»& 
Bg^^rttfflT* LAN-B ( 1 0 0 B) tC&*«tt3ft 
Tl^Et^ar, Bg-^ilfi^tf^fc^CD^CDr*) 

[0 15 0] C©Hg#iMtt t AStCJUr*. WAN - 
A(110A), Bg^7'a |-3;l/^f-;<A 1 (4 0 
A-l), Bg-Sf^a h3J«ftt-^A2 (40A- 
2) BI(Cit^>, WAN-B (HOB), W 
7'Ph3^t-ABl (4 0B-1). Bg-^7*nh 
a;l»f-^B2 (4 0 B- 2) «:«fiOTlftotl 

[0 1 5 1 ] HI 5fc7nT.fc i 5K. LAN-A (100 
A) tt. 1 OA - 1 - 1 0 A-m«^n 

tcO-tf)V^VT ' %v h^-^t*^ il{t@$g5 0 
AlrtOWAN-A ( 1 1 OA) iffiffiStl 
ri^ B LAN-B (100B)B, *»©Bl* 

1 0 B - 1 -1 0B-n^ft?n/ca-^x'J7 • 

^7 h9-^r*^ ii{f[Di&5 2^/rbt k bsf^cd 

WAN-B ( 1 1 0 B) <fc«ttS*VCl>&. */c, AS 
^WAN-A (1 1 OA) iBSrtOTAN-B ( 1 

10B) ttt. ii@Hm5 1 «:/M^TttW$*i"Ct*S. 

[0152] ABfttCU. Bg#^n ha^Sftlf-^A 
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1 (40 A- 1) . Bi#?*D hajLgElft-9wCA2 (4 
OA-2) ^g^nrfc^. ^T^VXJ* 
c i ijjr^^Bg-^ofli-^r^^u^A^iiAri^. 

ttc. Bf^'n h3;l.Sfet-^A 1 (40A-1) , 
Bg-Sf^p hPJl/^&1f-^A2 (4 0A-2)tf, & 

^HOTA 1 CDL AN (130A-1), fSH*£H8 
A20LAN (130A-2) KJRU LAN (130 
A-l). LAN(130A-2)« V §^ jiff®^ 
5 3. 5 4^U, WAN -A (1 1 OA) <h&Mi* 

[0153] gfc. BUftCcfct. Bgif:/n h^;l/^1f 
-a'BI (40B-1), BW^n ha/USHHI^-^B 

2 (40B-2) r^SSnt^O, Bf-^CDT^ 

p y xa c 2 ** J: +raHi- s W>7;i'=f 'J XA£<f;*_Tl,> 
-So £tc Bf#^aha;l/^»^-^Bl (4 0 B- 
1), 0i-^^*a h^;^M-^B2 (4 OB- 2) 

m=«MB 1 OLA N ( 1 30 B - 1 ) . m 
HUMB 2 CDL AN ( 1 3 0 B - 2 > CCJIS L > LAN 
(130B-1). LAN (130B-2) H 
jlfl[nl*§l 5 5 . 5 6 ^l/t, WAN - B (1 1 0 B > 20 

[0154] fcTR LAN-A ( 1 0 OA) iC&if&Sft 
/c^l 0 A - 1*^LAN-B (1 00B) 

tifciB* i o b - i cc^*b§^m«*wklt, ±& 

[0155] «55R1 OA - 1©^-K$*T©£B»# 
*7n-r#J«BI«, H2£|^«-r*D, S*10B-lO 
/v- F^xrcD£*ff^%ji^rWliKHtt. SI 1 ifsHf 
r£>& 0 30 

[0156] JS5K10A-1 <Z>33B«SM2 0 2 

©w^ft^-mMH. M£i OA - \ <om 

[0157] fciftiU JB5R1 0 A - 1 ICto^X^ ±ft 

^1 (3 0A) ^7'DF3;^f"A'Al (40 
A- 1 ) Lfrtxls. iau/cBi^aft^^f-AfiCfeWS 
Bg#:/a h 3;l^&lJ--/>' 2 ( 3 0 B ) &Bf^:/p h p 
«M-^A2 (4 OA- 2) i^^^^^-T^o 40 

-r&fr^ whu o a - 1 «*iob-i ^iUff-r 

^S^-**. ha;l^9!1J---^A 1 (4 OA 

-1). Bg^nh=3Jl«^1f-/'CA2 (40A-2) 

[0158] ^10B-1 (Diiauss 1 1 o 

zommtimzmti&wm. *>\to\ «*i ob - i© 

1 2iJct^[3l 3<LKi«T**. 

[0159] tctcb, ^10B-1 CCfeltTR. ±3* 
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/<1 (30A)^^'ah=i;W'MBl (4 0 

Bf-5f 7*P h P;l^fttJ*-'<2 ( 3 0 B) ZVg^y'u V 3 
A«8W--'<B2 (40B-2) i^fc-TJ^tCT*. 
-T&:fc>*>, 4b5* 1 0 B - Hi, Bf^P h n;l/KftU-- 
;>'B1 (4 0B-1), hP;l^&U"-^B2 
(4 OB- 2) ^S^iL-rimiSftft:^-^ « 

[0160] $/c. h^jCTt-^A 1 ( 4 

0 A - 1 ) ©*fi5EI. WNt:^ F3«if-^A2 
(4 OA- 2) O^^H, B^^ob3Jl/K9l1f-^B 

1 < 4 0 B - 1 ) ©HRRa. l»# h3;i/S«t-^ 
B2 (4 0B-2) ©flteSHti. BI8<U5Hrc**. 

[ 0 1 6 1 ] m 1 6 wm^'V b n;l/^&U--^A 1 

(4 oa - i ) <D^w^m.8 o 2©wffl»«w:^-raa 

[0 1 6 2 3 016 tC^T<t 0 K k iI£tt^S8 021 
tC« k LAN-A ( 1 0 0 A) T«efflS4iTt»2»Bi^r 
;l/^UXAC 1 Zm^tcC lV%mt7'VV^& 16 0 1 
4d<fc£>'C 1 ft^ffc^P^A 1 6 02<L, ^f^Bg^tDBg 
^7Jl/3'JXA^Il^W^^b7'Dy7A 1 6 

0 3WWMMflb^O^A 1 6 0 4 £ 

[0163] £ B8*im©ass®i«ecflEfflr4« 

iil/t, j85Rl 0 A- 1 -1 0 A-m<D&* ±<Dffl<0 

vmMmm<om&&'mzti-ci<>z>m* t )T i 6oe<b, 

Bg^P hajUdllt-^B 1 (40B- 1 ) ±<DT$<D 

H^Mftfflo^ i 6 0 7i, vsnmtnPffiA 1 (ieo 
8) tmmzti-c^z. 

[0164] ^P£&ct*. r 1 6 0 6 CCtt, W^c 1 

OA- 1 - 1 OA-mOfifiTBKlHFl 6 0 6 1 CTitc. 
»JfrT5S81 6 06 2#SfiESft"a>S. Bi^-ffi 
t71^fiiA 1 ( 1 6 0 8 ) tt. 1 0 A - 1 Q^IBttJI 
g2 0 2±CCfSiW$tiri^Bt#fflW»5ffiA 1 (3 0 

7) £i^Dftir<&£o 

[0 165]tt, Bf#ypb3;l«ft1f-y<A2 (4 
OA-2) ©£IEtt«iB8 0 2 ©#Jfl3^£^rtttEB 
Ml 6 i|n|^T^>-2) 0 fc/cl. Bf^nhnJl/Sft 
tf-^B 1 (4 0 B-l) iCD^CDBt^jlMfflOiiCD^: 
fcOCC. B§-^^p hp;U^1f-^'B2 (4 OB- 2) 

[ 0 1 6 6 ] m 1 7 »Bf#^n h a^MHI^-^B 1 
(4 0 B - 1 ) OilBlf^g8 0 2<D^Jfflm^^-ritt 

[ o i 6 7 ] a 1 7 6c^-r<fc 5 tc, ±iats*ia8 0 2± 
cc« k lan-b ( i oob) -cflfflsnriism^T 

Jl/zf yXAC2^fflt»fcC2BS-^{fc^P^^A 1 7 0 1 
4c5i:O f C2fI^L-7^^^Al 7 02£, Ep^Bi^Bg 
-^T^^ V XA*ffll»fc*WBi^B»^fb^D 1 7 

0 3 43<i:O'«^I^b7'P^7A 1 7 0 4 i^ffl 
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[oi68] $^c. ^mmom^im^m rz>i% 

&£LX. OB- 1-1 OB-n<D&«t<Dm<D 

Bi#iififfl©lt*ssKesnri^«xi;T i 7 0 6<b, 

tmy'U ha^t-^A 1 (40A-1) t<om<D 
BMiiSJSG* 1 7 0 7 t 4 Bi^ffittffifflB 1 (17 0 
8) Ltt&mSinX\.*h m 

OB - i-i oB-n om^mmi- 1 io§ 1 cr^tc. 

W^SSIl 7 0 6 2Mtse$tirc^. &tc. Hffl 10 
fflltflfif B 1 ( 1 7 0 8)tt. JB*10B-1 <D£SM*S 

ii i o 2±Ktttt3n"ci^m#fflfi)WfflB i (i i 

0 7) <L|5jCfifr£>* 0 

[0170]ft*s. B|^ahn^»1^-^B2 (4 
0 B - 2 ) ©±tett*BE8 0 1 OfiJffl««*inrittMH 
& s Bll7£KI«r*a. fcfcU If^P h?il4e«i 

t-^A i (4oa-i) tcom<D^wMmm<omco{x 

MX., Bf^Ub3JUS»1^-/<A2 (4 OA -2.) 
<b ©RUCD^ilflffi OttftttM 5 tiX t » a . 
[0 17 1] J/c, ^V'U b =Ul«ft-*-><A 1(4 20 
0 A - 1 ) . Bg-5f 7'n h =iil/SC*1f-^A 2 ( 4 0 A - 

2 ) ©bi^^am^jii^ mmmat. miotm® 

[0172]fc/cU. i^7'nh3^t-A'Al 
(4 OA - 1 ) , B|-^:/p h3^if-MA2 (4 0 

A- 2) « % B^Jft«M«c*snr, cimmt^u? 

7A9 0 2 CCJ:-Sa#ffc%m*. C2B§^t^*Py^A 

9 0 3CcJ:*#B&^f[:%ff^«to«3tc, c la^k^a 

P^^A 1 60 3tC<ta^^t^f^ct^^*r^o £ 30 
fc, ^Dh3«M-^Al (40A-DB. 

SttW--><Bl (4 0 B- 1 ) cc&<rr$£9K:u B§ 
#^Dha;l«ftt-;<A2 (4 OA- 2) B, WM- 

-^B2 (40B-2) CCi^flt* ^ofc^tC-r^. 

[0 173]^ CCtU Df^PhP^jfe^- 
^Al (40A-1) iBg-^^p ha;(4Elfe'tf--'<B 1 

(4 OB - 1) «!:0[fflritiffflBi^^fflL/cB&^illt^ 
B\ Bi^^q F3^M-;SA2 (40A-2) i 40 
Bg^P hnlUKKH > -/iB2 (40B-2) 4 ©Par 

*raie^«fflL/fciii^iifs*tf^<fc^cctri^^ 

[0174]*^ B§#7"PhP;U^»-^-^'B 1 (4 
0B - 1 ) . Bf-^^D F3;^1f"A'B2 (4 0B- 

2) <D»#s»«ji*iafe. 01 otmm 

r£>£. 

[0175] fc/cL, Bf^P h3Jl^fcif-/<B 1 

(4 0B - 1) , B»#^D hn;^^;<B2 (4 0 50 



t$ra^F9 -6 9 83 0 

28 

B-2>». Bf^a»«fflicc*5C*r. cimmtyu^ 

7^902 tcj; 5^ft^fl\ C 2 Bg^<t:/n A 
9 0 3tcJ:&||Bl#ft«f 5«*>0fc, 4>R|HS99re{t 
1 7 0 4ftt«fc4«#fb*m>. C2B§#{t^ 
D^Al 7 0 ltCcfc-SSBg-^ft^f SJ^KT*. 
[0 17 6] CO^^tC, *HBt^«OB*tt«Ofcttl 
£tCtt, Bg^7'U hnjU^&tJ-~^A 1 (4 0A- 
1), Btf7Phn;^8if-/N'A2 (4 0A-2) 
B^f^P hr3Jt/^tf-/<B 1 (40B- 

1) . Hf^Ph3^SSft1f-^B2 (40B-2) 4 

oraoe-^a* m<D§& 1 6 o 7 . fcj:^ lan-a 

( 1 0 OA) tc8tt3ftfc*Rl OA- 1 - 1 OA-m 
40ra©Bf^iimffiOH 1 6 0 6 2 ZffiSOXl* 
tltf£<. LAN-B (100B)tcSa«Stifca*l 
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